REPUBLIC OF THE PHILIPPINES
PRESIDENTIAL COMMUNICATIONS OPERATIONS OFFICE
Tanggapang Pampanguluhan sa Operasyong Komunikasyon
Ermita, City of Manila

FOI - MC No. 21-04

FREEDOM OF INFORMATION
MEMORANDUM CIRCULAR

FOR : ALL AGENCIES, DEPARTMENTS, BUREAUS, OFFICES AND
INSTRUMENTALITIES OF THE EXECUTIVE BRANCH
INCLUDING GOVERNMENT-OWNED AND/OR-
CONTROLLED CORPORATIONS, STATE UNIVERSITIES
AND COLLEGES, AND LOCAL WATER DISTRICTS, AND
FREEDOM OF INFORMATION PROJECT MANAGEMENT
OFFICE PERSONNEL

SUBJECT : DE-IDENTIFICATION OF REQUESTERS’ PERSONAL
INFORMATION IN THE ELECTRONIC FREEDOM OF
INFORMATION PORTAL OTHERWISE KNOWN AS THE
“POLICY ON ANONYMIZATION”

WHEREAS, Section 7 of Article III of the 1987 Constitution provides that the
right of the people to information on matters of public concern shall be
recognized. Access to official records, and to documents and papers pertaining
to official acts, transactions, or decisions, as well as to government research
data used as basis for policy development, shall be afforded the citizen, subject
to such limitations as may be provided by law;

WHEREAS, Section 28 of Article II of the 1987 Constitution provides that, subject
to reasonable conditions prescribed by law, the State adopts and implements a
policy of full public disclosure of all its transactions involving public interest;

WHEREAS, on 23 July 2016, Executive Order (EO) No. 02, series of 2016, was
issued by President Rodrigo R. Duterte to operationalize in the Executive Branch
the Constitutional mandate of the people’s right of access to information;

WHEREAS, Memorandum Order (MO) No. 10, series of 2016, designated the
Presidential Communications Operations Office (PCOO) as the lead agency in
the implementation of EO No. 2, s. 2016;

WHEREAS, Section 9 of EO No. 02, series of 2016, provides that any person who
requests access to information shall submit a written request to the government
office concerned and said request shall state the name and contact information of
the requesting party, provide valid proof of his/her identification or
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authorization, reasonably describe the information requested, and the reason
for, or purpose of the request for information;

WHEREAS, Republic Act (RA) No. 10173 or the “Data Privacy Act of 2012” was
issued to protect the fundamental human right of privacy, of communication
while ensuring free flow of information to promote innovation and growth, and
also to recognize the State’s inherent obligation to ensure that personal
information in information and communications systems in both government
and private sector are secured and protected,;

WHEREAS, under RA 10173, personal information refers to any information
whether recorded in a material form or not, from which the identity of an
individual is apparent or can be reasonably and directly ascertained by the
entity holding the information, or when put together with other information
would directly and certainly identify an individual. Names of an individual is
considered a personal information;

WHEREAS, the International Organization for Standardization defines
anonymization: as a process by which the personal data is irreversibly
altered in such a way that a data subject can no longer be identified both
directly or indirectly. Conversely, de-identification. was defined as a process
of removing the association between a set of dataset or collection of data and
the data subject;

WHEREAS, in order to prevent exposure and possible disclosure of the identity
of requesting parties, it is imperative that there should be a guiding rule on
anonymization and de-identification;

NOW, THEREFORE, in consideration of the foregoing and pursuant to the
functions of the Freedom of Information-Project Management Office (FOI-PMO)
to develop policies, rules, procedures and regulations necessary to provide the
strategic direction in implementing the FOI Program, strict adherence to the
following is hereby ordered:

Section 1. Anonymization or De-identification in the electronic FOI (eFOI)
Platform. - Any personal information, particularly the names of requesting
parties, that the FOI-PMO collects through its electronic FOI portal or
www.foi.gov.ph shall be anonymized or de-identified in compliance with RA No.
10173. Accordingly, the names of the requesting parties posted in the electronic
FOI portal prior to the effectivity of this Circular shall be anonymized by the
said Office.

1Section 2.2 of ISO/IEC 29100:2011

2 Section 3.7 of ISO/IEC



For requests made in the standard form, the FOI Receiving Officers (FROs) and
FOI Decision Makers (FDMs) shall exercise reasonable diligence in protecting
the personal information disclosed in the application form.

Section 2. Access to valid proof of identification (IDs). - FROs, FDMs, and
FOI-PMO are allowed access to the IDs uploaded by the requesting parties
during the process of signing up in the eFOI portal (Annex A).

They shall advise the requesting parties to refrain from uploading or posting
any ID, personal information, or sensitive personal information in the individual
request page (Annex B), a portion in the eFOI portal which is accessible to the
general public that contains the request for information, the agency to which
the request is made, and the status of the request.

Those who have access to personal information in the eFOI portal must not
disclose the information except when permitted or officially recognized under
existing laws, rules or regulations. They shall also exercise reasonable diligence
in protecting said personal information against leaks, exposure or unwarranted
disclosure which would unduly expose the requesting party to vilification,
harassment, or any other wrongful act.

Section 3. Non-compliance. — In case of non-compliance, RA No. 10173, EO
No. 02, series of 2016, and other existing laws, rules and regulations shall
govern without prejudice to the filing of appropriate action.

Section 4. Separability Clause. If, for any reason, any part or provision of
this Circular is declared invalid or unconstitutional, those parts or provisions
not affected shall remain in full force and effect.

Section 5. Repealing Clause. All previous orders, rules and regulations,
memoranda, circulars, and issuances or any part thereof inconsistent with the

provisions of this Circular are hereby repealed, amended or modified accordingly.

Section 6. Effectivity. This Memorandum Circular shall take effect
immediately.

For guidance and strict compliance.

Manila, Philippines, 14th day of July 2021.

JOSE RUPERTO MARTIN M. ANDANAR
Se¢yetary/and FOI Champion



ANNEX A

SIGN UP PAGE OF EFOI PORTAL (www.foi.gov.ph/signup)

@& foi.gov.ph/signup o Q Y @

'5 FREEDOM FORMATION
AR} pHiLipRINE

Create an account

Browse all participating 520 government agencies

SIGN UP

Full Name (Pangalan) E ti ord No.2
Xecutive Order NoO.

First Name

Email Address The executive order on Freedom of Information

executive branch along

elow it to th

Password Confirm Password

It strengthens the r to information as

e ok ek ke

enshrined in our constitution

Address (Tirahan)
Partners for Change

Landline (Telepono) The executive order of FOI encourages citizen

participation when there

everyone becomes a partner for

the centerpiece of President Dute

Proof of Identity

on good governance and transparency

Every Filipino now has public access to

information and official records

Select an ID v
Affiliation
Select an Affiliation v

™

1eCAPTCHA
Priva:

I'm not a robot

# Create Account




ANNEX B

REQUESTING PARTY’S INDIVIDUAL REQUEST PAGE

INFORMATION

Presidential Communications Operations Office

Browse over 279 requests from this government agency

FOI Request Tips

To: Presidential Communications Operations Office

Title of the Document (Pangalan ng Dokumento)
Everything that you enter on this page, including your name,
will be DISPLAYED PUBLICLY on this website

eportec

Coverage or Time Period (Mga Taon o Panahong Saklaw) Make sure the information you are asking for is not already
publicly available
MM/DD/YYYY - MM/DD/YYYY

As much as possible, please be ver ecific and concise on

asts so we may b | xpedite the cess.
Intended Purpose of Use (Layunin): your requests so we may be able to expedite the process

rch and de

Write your request in simple, precise language. Ask for

specific documents or information, this site is not suitable
4 for general enquiries. Keep it focused, you'll be more likely to
2
get what you want.

Your message:

ex. Hil | would like to request for information regarding Can | ask information about myself?

Nope, we only put

lish public government data. Visit our Help

Section for more deta you want to request for private

S In country

information about yourself, feel free to inquire at your

nearest government office

@] agree to the Terms and Conditions

™

reCAPTCHA

Privacy - Temms

I'm not a robot

> Send My Request




